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Adversarial Attacks

1. Prompt Injection

2. Evasion Attacks

3. Poisoning Attacks

4. Model Inversion Attacks

5. Model Stealing Attacks

6. Membership Inference Attacks
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Evasion Attacks | s oM.

poba) bgogyg 0 b Olped Jolo 18 WHl> O
2 B0 53,5 ol 05 (gl (00 g SLwl ((Fgo A L
Fhe 5 B o0y oS red 4 g wies gliswl (b
Mg g0 Pogzre ()5 Slaptunn 585 590 sl

sgbar 1y rgogyg o5 Wed oo (b SlsS 4 MmO
oboj 30 1) Foman igp oo b widd pudd o3
L5L°L5°9)9 CM»)QLS (Godiwd Cels 9 SoS ob.of CW‘
leo LS‘):’ RUETIW uol.&-



Poisoning Attacks ;luegons <o

SR S 1) Sgan Bep sbadue (Bigel U (silupsens e O
JLB, (ygel gredls dcgozmo 4 O o goSIS 40,5 3,l9 b g B d 0
W3l o0 s a1y Jow

Ol 0 &S Gl egras hee slaJow ade ale> ey ool (gilupgeme O
dcgoxo & Iy ouiiSol S b Ol srools guws joba BuilSalos
WSS o0 85lg Juwo Gw)g.oi soolo




Model Inversion Attacks Jue jlwiygsly oMo

SEyae g Sl oe pugSae cwdige Ban b Jae ilegy)ly SMle> O
> Ngdge plrl LDjsel gloosls 4y bgyye elus Sledbl Sk sl

Sogyg o mul yo 1y Jow o s oo Dle (o> (4




Model Extraction Attacks
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Membership Inference Attacks
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Disclosure Concerns in Large
Language Models (LLMs)
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Multi-turn Memory Leakage
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Output Memorization
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Uncleaned Fine-tuning
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Prompt Chaining Leakage
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Shadow Prompt Replay
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Data Retention without Consent
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Re-identification Attacks
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HIPAA Risks for Large
Language Models (LLMs)



1. Data Privacy and Confidentiality
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7. Patient Consent
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Best Practices for HIPAA
Compliance of Large Language
Models (LLMSs)




1. Data Anonymization and De-
Identification
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10. Legal and Regulatory
Compliance
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